Linux security hardening checklist

(2

I'm not robot e
reCAPTCHA



https://feedproxy.google.com/~r/Gsjc/~3/RhDyTiV0TgQ/uplcv?utm_term=linux+security+hardening+checklist

Linux security hardening checklist

Tableau security hardening checklist linux. Linux server security hardening checklist.

Security starts with the hardening of a system. This Linux security checklist is to help you test the more important areas. The result of the checklist is to confirm that the correct security controls are implemented. © Because this document is only a checklist, the hardening details are omessi.Questa guide focuses on system administrators, security
professionals, and on the Auditor of IT service auditors. Lorries application, refer to Lynis for automatic controls of these sicurezza.Security ControlCheckHA® InstallationCheck installation media (CD-ROM / DVD / ISO) using the integrity of the installation media checksumDetermine test. Safety begins here. Use minimal base installation in less
software installed on the system, reduces the attack surface. It's also better for the performance and decluttering system in the generale.Creare separate filesystem for / home, / TMPDepending use, create a separate file system to protect the filling of the root System disk encryption ¢ (LUKS) when It it is desirable to use the appropriate encryption
for encryption unauthorized persons who have access to your data (such as Disk Stolen, Repair Shop, Conference) Configure the installation options on some file systems such as / tmpdisable Execute or tracks with SUID defining NOEXEC , nodev, nosuid and MODE oN / TMP BIOS and /RUN.Configure PasswordLimit Bios the BIOS access by
authorized persons solo.Limit bootable devices allow you to launch the devices (eg. Disco). Disable booting from CD / DVD or USB, if unauthorized persons have access to the boot macchina.Harden loaderserset A password to access the single user mode. Denial of Service (DOS) Install the instrument Bruute Anti-Force Authentication Authentication
Tents.Deter attacks (eg. With Fail2ban). DETERRENEST An access banner to warn people of the system that will be monitored. Unauthorized individuals. Unauthorized use the sistema.A Porta NetworkCheck Open NetworkSdetermine What services are listening NetStat -NLP, NMAP LocalHostSuse Firewall. Iptables / NFTAblesLimit access to the
minimum amount of services required for the purpose of the machine. All internal or local communications should not be possible. Intrusion Detectioninstall and configure the file integrity monitor (Aide, Samhain, Afick) for more important files (Crown Jewels). If you are impaired, raises an event for investigare.installare and configure Malware
ScanniereSheasHough Linux is less acceptable to viruses and worms, there are many malicious scripts. Run a malware scanner like ClamAV, rootkit hunter, LMD or OSSEC.Configure System Recording a remote for the purpose of detecting machine, forensics and storage, recording It's a great way to directly store events on a remote location.
PASSWORDSCONFIGURE PASSWORD Aging (Storm) Users and authorizationlmake The use of sudoers (/ etc / sudoers) limits permissions for normal users. Allow only a minimum quantity of users to have Root.dossable access or remove system account provision shell, so they can't have a shell. Remove old users where possible, but but Upfront if
they have all the resources system files.A availabilityConfigure monitoringMonitor system and hardware status.Disable CTRL-ALT-DELDisable the common combination, to prevent unattended reboots (for example, by Windows administrators) of .Create backup and control restoresEspecially after installation, make sure your backup is working. Check
the backup by performing unnecessary tests restores.A SoftwareRemove softwareDisable and remove unnecessary software. Older packages or installations (including PHP) based tools can increase the risk of a break-succesful in.Configure distributions patchingSome automated software that automates security patch. While one else has a minimum
risk of unavailability of a service, it is higher than the security risk due to vulnerabilities raids software.Example screenshots: LynisLynis of output you want to learn more ideas or suggestions to harden your system? Audit the system with Lynis. And 'open source and free to use! Free Downloadblog If you like to read more about how to protect your
system and control, enjoy our Linux Audit blog Created by trimstray and collaborators SUMMARY computer, hardening is usually of a system protection process by reducing the area of vulnerability, which is larger when a system performs more functions; in principle, a single-function system is safer than one purpose. The main goal of curing systems
is to reduce security risks, eliminating potential attack vectors and condensing the System ¢ s attack surface. This list contains the most important hardening rules for GNU / Linux systems. State Still work in progress ... d A - I also created another repository (so more detailed): the practical-linux-hardening guide. Todo Prologue I'm not advocating
pulling best practices and hardening existing deployment out the door, but I recommend is to always turn a feature of this checklist on in pre-production environments, instead of jumping straight into production. Levels of priority All items in this checklist contains three priority levels: it means that the object has a background. It means that the
element has an average priority. You should not avoid dealing with that item. It means that the item has a priority. One can not avoid following this rule and implement the recommended fixes. OpenSCAP SCAP (Security Content Automation Protocol) provides a mechanism for controlling the configurations, management of vulnerabilities and assess
compliance with policies for a variety of systems. One of the most popular implementations is OpenSCAP SCAP and is very useful for assessing the vulnerability as well as hardening aide. Some of the control instruments use this standard. For example Nessus has authenticated SCAP scan features. I tried to make this list compatible with the
OpenSCAP standard and rules. However, there may be differences. The Verify/boot partition located on the separate partition. Ensure/home located on the separate partition. Ensure / usr located on the separate partition. Insurance / var is locatedpartition. Ensure / var / log and / var / log / audit Located on separate partitions. Ensure / TMP and / VAR
/ TMP located on separate partitions. Limit / USR Partition mount options. Example: uuid =: / usr ext4 defaults, nodev, ro 0 2 restrict / var partition mount options. Example: uuid =: / var ext4 defaults, nosuid 0 2 restrict / var / log and / var / log / audit partitions assembly options. Example: uuid =: / var / log ext4 defaults, nosuid, noexec, nordev 0 2
uuid = ...> /var/ log / audit ext4 defaults, nosuid, noexec, nordev 0 2 restrict / proc partition mounting options. Example: proc / proc proc dfaults, hideepid = 2 0 0 O ristrict / boot partition assembly options. Example: Label = / boot / boot ext2 defaults, nodev, nosuid, noexec, ro 1 2 restrict / home partition mount options. Example: uuid =: / home ext4
defaults, nodev, nosuid 0 2 restrict / var and / var / tmp partitions mount options. Example: mv / var / tmp /var/tmp.old In -s / tmp / var / tmp cp -prf /var/tmp.old/ / tmp && rm -fr /var/tmp.old uuid =: / tmp EXT4 Defaults, Nodev, Nosuid, NoExec 0 2 Restrict / dev / SHM Partition mounting options. Example: TMPFS / DV / SHM TMPFS RW, NODEV,
NOSUID, NOEXEC, Size = 1024M, Mode = 1777 0 0 Setting / Var Directory and / VAR / TMP Polilnstantia. Example: # Create new directories: MKDIR --Mode 000 / TMP-INST MKDIR --Mode 000 / VAR / TMP / TMP-INST # edit /etc/security/namespace.conf: / tmp / tmp-release / level root, ADM / var / TMP / var / TMP / TMP-INST / LEVEL ROOT, ADM
# Set the correct SELINUX context: setSebool PolyInstantiation Enabled = 1 CHCON --Reference = / TMP / TMP-INST CHCON --Reference = / VAR / TMP / / var / TMP / TMP / TMP-INST Group set for / dev / SHM. Example: TMPFS / DV / SHM TMPFS RW, NODEV, NOSUID, NOEXEC, Size = 1024M, MODE = 1770, UID = ROOT, GID = SHM 0 0
Partition encryption exchange. Example: # edit / etc / cryptab: sdbl crypt/dev/sdbl / dev / urandom cipher = aes-xts-plain64, size = 256, swap, discard # edit / etc / fstab: support options / strict / restrict / restrict / Restrict Set the group for / dev / SHM by "2 Encrypt Swap by" 2 Protect the single user mode with Root password. Example: # Edit /
etc / sysconfig / init. Single = / sbin / sulilogin rule Priority Checkbox Protect single user mode. Dy "? Ensure that the bootloader configuration files are correctly set permissions. Example: # Set the owner and group of / etc / grub. Conf to the user root: chown root: root /etc/grub.conf chown -r root: root /etc/grub.d # Set permissions to the file
/etc/grub.conf or /etc/grub.d to read e Write only for root: chmod og-rwx /etc/grub.conf chmod -r og-rwx /etc/grub.d rule priority checkbox protect bootloader configuration files Dy "? access to kernel logs. Example: echo "kernel.dmesg restrict = 1" > /etc/sysctl.d/50-dmesg-restrict.conf Limit access to kernel pointers. Example: echo

"kernel.kptr restrict = 1" > /etc/sysctl.d/50-kptr-restrict.conf ExecShield Protection. Example: echo "kernel.exec-shield = 2" > /etc/sysctl.d/50-exec-shield.conf Randoni memory space. echo "kernel.randomize va space=2" > /etc/sysctl.d/50-rand-va-space.conf Checkbox Priority Rule Limit access to kernel logs ' Restriction of access to kernel pointers .
ExecShield Protection . Randomise memory space. . Make sure that the syslog service is enabled and working. Example: systemctl enables rsyslog systemctl start rsyslog Send syslog data to the external server. Example: # ELK # Logstash # Splunk # ... Rule Priority Checkbox Make sure that the syslog service is enabled and working. . Make sure
that the syslog service is enabled and working. ). Update password policy (PAM). Example: authconfig --passalgo=sha512 \ --passminlen=14 \ --passminclass=4 \ --passmaxrepeat=2 \ --passmaxclassrepeat=2 \ - Basic skill \ - Basic performance \ - Enable \ --enablereqother \ --update Limit password reuse (PAM). Example: # Edit /etc/pam.d/system-auth
# For pam_unix. # So case: password sufficient pam unix.so ... remember=>5 # For pam pwhistory.so case: password request pam_pwhistory.so ... remember=>5 Secure /etc/login.defs password policy. Example: # Edit /etc/login.defs PASS MIN LEN 14 PASS MIN DAYS 1 PASS MAX DAYS 60 PASS WARN AGE 14 Set auto logout inactive users.
Example: echo "readonly TMOUT=900" > /etc/profile.d/idle-users.sh echo "readonly HISTFILE" > /etc/profile.d/idle-users.sh chmod +x /etc/profile. d/idle-users.sh Set the last notification logon/access. Example: # Edit /etc/pam.d/system-auth session request pam lastlog.so showfailed Lock accounts after a certain incorrect login number (PAM).
Example: # Edit /etc/pam.d/system-auth and /etc/pam.d/password-auth # Add the following line immediately before the pam_ unix.so statement in the AUTH section: auth required pam _faillock.so preauth silent denies=3 unlock time=never fail interval=900 # Add the following line immediately after the pam unix. Thus affirmation in the section
AUTH: auth [default=die] pam faillock.so authfail denies=3 unlock time=mai fail interval=900 # Add the following line immediately before the pam_unix. so statement in the ACCOUNT section: account required pam_faillock.so Rule Priority Checkbox Update password policy . Limit password reuse . Secure /etc/login. defs password policy . Set the
auto logout inactive users. Set the last notification logon/access ' Lock the accounts after a number of incorrect logins . Enable the protection of the difficult/soft link. Example: echo "fs.protected hardlinks = 1" > /etc/sysctl.d/50-fs-hardening.conf echo "fs.protected symlinks = 1"/etc/sysctl.d/50-fs-hardening.conf deactivate uncommon filesystems.
example: echo "install cramfs /bin/false" > /etc/modprobe.d/uncommon-fs.conf echo "install freevxfs /bin/false" > > > > > > > > > > > > > > >echo "install jffs2 / bin / false"> /etc/modprobe.d/uncommon-fs.conf echo "install HFS / bin / false"> /etc/modprobe.d/uncommon-fs.conf echo "Install HFSplus / bin / false "> /etc/modprobe.d/uncommon-
fs.conf echo" install squashfs / bin / false "> /etc/modprobe.d/uncommon-fs.conf echo" Install UDF / bin / false "> / etc /modprobe.d/uncommon-fs.conf echo "Install the fat / bin / false"> /etc/modprobe.d/uncommon-fs.conf echo "install vfat / bin / false"> /etc/modprobe.d/ uncommon-fs.conf echo "install nfs / bin / false"> /etc/modprobe.d/uncommon-
fs.conf echo "install nfsv3 / bin / false"> /etc/modprobe.d/uncommon-fs.conf echo "Install GFS2 / bin / false"> /etc/modprobe.d/uncommon-fs.conf rule Priority Checkbox Enables the protection of the difficult / soft connection. ? Deactivate uncommon filesystems. By "2 SELINUX SET FORCE MODE. Example: # edit / etc / selinux / config. SELINUXTYPE
= Forcing Rule Priority Checkbox Set Selinux Strength Model. By "2 Enable the protection of TCP Syn cookies. Example: echo "net.ipv4.tcp syncookies = 1"> /etc/sysctl.d/50-net-stack.conf Deactivate the ip source routing. Example: echo "net.ipv4.conf.all.accept source route = 0"> /etc/sysctl.d/50-net-stack.conf Deactivate the acceptance Redirect
ICMP. Example: echo "net.ipv4.conf.all.accept_redirects = 0"> /etc/sysctl.d/50-net-stack.conf Enable to ignore ICMP requests. Example: echo "net.ipv4.icmp echo ignore all = 1"> /etc/sysctl.d/50-net-stack.conf Enable ignoring the request for transmissions. Example: echo "net.ipv4.icmp echo ignore broadcasts = 1"> /etc/sysctl.d/50-net-stack.conf
Priority Checkbox enables the protection of TCP Syn cookies. Dy "? Deactivate the ip source routing. By "? Deactivate the ICMP redirect acceptance. Dy "? Enable to ignore ICMP requests. Dy "? Enable the request to ignore transmissions.
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